


What Does
BEC Mean?
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The BEC
Kill Chain(s)

Although there are numerous types of BEC attacks (e.g. The CEO Fraud, The Bogus 

Invoice Scheme, etc.), there are essentially two main mechanisms through which 

attackers penetrate organizations utilizing BEC techniques:

1.
Account Takeover &
Credentials Theft

2.
Spoo�ng the Email

Gartner de�nes BEC (Business Email Compromise) as “phishing emails that do not have 

a payload such as a URL or attachment. Instead they use impersonation and knowledge 

of the company structure or common transactions to convince employees to wire 

money or data, or to change bank account information for pending payments.”

A recent FBI report, highlights a 136% increase in losses from BEC attacks in the last 

two years, resulting in 12.5$ billion in losses over the course of 5 years.

Impersonation-based attacks are a growing challenge as threat actors are relying on 

the fact that in the fast-paced modern enterprise, employees are the weakest link in 

the security chain. Distracted and easily accessible, attackers are capitalizing on their 

weaknesses to trick them into making mistakes.

Impersonation-based attacks are one of the 
oldest tricks in the book.
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In this scenario, while the �nal malicious email in the kill chain does not involve a 

payload, the preliminary phases do. This attack method consists of four main steps, 

as follows:

In this phase the attacker seeks to takeover a speci�c email account in the company. 

This can be done in various ways and by using di�erent manipulation techniques; 

however, it always involves one of the following payloads:

User credentials harvesting – an email designed to trick the user into clicking 

on a link that will lead him to a fake website, (e.g. O�ce 365 login or 

DocuSign). Once the user enters his credentials the attacker can use them to 

breach a system or account. 

Download malware – an email that tricks the user into downloading malware 

or clicking on a link that will download malware onto his machine. 

Preparation

The attacker gathers information on potential targets, learning their company 

structure, key employees, and executives. In addition, the attacker also tries to 

understand which security measures the target has taken. The easiest way for 

him/her to do this is by checking the MX Record and then planning the attack to 

bypass the target’s defenses.

Target Acquisition

Now, with the credentials in his/her hands, the attacker waits for the best 

opportunity to trick an employee into taking a speci�c action – for example, wire 

transfer money to an unrelated bank account or share personal information with the 

attacker. Usually, the main targets are the management, �nance and legal 

departments of the organization. It is important to note that for a BEC attack to 

actually succeed, the employee would need to think that he/she is taking a 
legitimate action.

“Mail in the Middle”

Result
The attacker gains control of the money wired to his/her bank account and steals it. 

Alternatively, he/she sells the information to other 3rd party malicious actors. 

$

1.
Account 
Takeover &
Credentials Theft
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This path is unique in the sense that it does not include payload at all, in any part of 

the kill chain.
2.
Spoo�ng
the Email

The attacker sends an email with, for example, one of the following techniques: 

Look-Alike Domains – using a visually similar email domain instead of the real 

one: e.g. instead of the real xxx@perception-point.io, the attacker will send the 

email from: xxx@perceptionpoint.io (without the hyphen). 

Display Name Deception – using another email account and change the display 

name to look like a professional one; e.g. mail from:

“John Doe <support@perception-point.io>” although the real address is 

john.doe@freemail.com. 

Execute

Similar to the �rst type of attack, the attacker has to gain intelligence on the target. In 

this case, the attacker will focus on the names and positions of the key employees, 

their email signatures, the domain names, etc.

Target Acquisition

Since the attack is solely based on a spoofed email, manipulation of the user needs to 

be more bold. It usually involves a sense of urgency and authority and the instructions 

are very simple and to the point.

Social Engineering

Result
Again, the attacker gains control on the money wired to his/her bank account and 

steals it. Alternatively, he/she sells the information to other 3rd party malicious 

actors. 
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What Can
You Do to
Protect
Yourself
Better?

Payload-based 
Protection

Many BEC attacks are 

enabled by a payload-based 

attack. Having strong 

anti-phishing and 

anti-�le-based attacks will 

dramatically reduce the 

amount of “further along the 

line” BEC attacks.

1

Advanced 
Anti-spoo�ng Tools

Enterprises must have multiple 

laser-focused engines against 

spoo�ng attacks, which 

include: IP reputation, SPF, 

DKIM and DMARC record 

checks. 
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No Such Thing as a
"Trusted Sender"

In a world where attackers 

can impersonate legitimate 

users, there is no such thing as 

a "trusted sender". 

Enterprises have to also scan 

internal tra�c.

2

Scanning 100% of 
Tra�c

Volume and scale should not 

be addressed by policies and 

rules but though a robust 

platform that can meet any 

scale.

4

We believe that the only way to prevent BEC (or any other impersonation-based)

attacks is to ensure the following:
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Perception Point Advanced Email Security is a next gen threat detection platform. 

Our holistic solution replaces legacy technologies (AVs, Sandboxes, CDRs, 

Anti-Phishing) for unprecedented detection of APTs, phishing, malware, 

impersonation, BEC attacks and more, at the speed, scale and ease of deployment of 

the cloud. 

For advanced threats, we’ve invented the �rst technology to combine hardware 

visibility with software agility to see what leading solutions miss. Propriety software 

algorithms x-ray code at CPU-level to intercept advanced attacks at the earliest 

stage possible —the exploit—before malware is delivered. No sandbox required. On 

top, we’ve built-in multiple scanning engines, image recognition and comprehensive 

threat intelligence to prevent high frequency attacks like phishing, malware and BEC.

More e�ective threat detection + multi-channel protection means Perception Point 

signi�cantly reduces security costs and resource requirements, while keeping your 

company safer from attack.  
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In this case, an email that in a �rst glance looks like a regular reply to an existing 

thread between an employee in an organization protected by Perception Point and 

an external person, is actually an advanced attack aimed to deceive the user.

Perception Point’s platform has identi�ed that a malicious actor attached to the 

email thread a malicious document (.doc �le with macro) and tried to use social 

engineering to manipulate the user into opening it, resulting in downloading malware 

that could have been later use to damage the targeted user and the entire enterprise.
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